Supercomputers Will Threaten
Your Security Unless
Government Steps In

America 1is 1in a race against time to protect our most
carefully guarded secrets against a growing threat. It’s
called quantum computing and it involves supercomputers that
can quickly break through secure encryption codes.

Encryption algorithms allow us to keep sensitive information
secure when taking care of business or shopping online.
Breaking these codes 1s nearly impossible, allowing
governments and private citizens alike to depend on them.

But the emergence of quantum computers could put an end to
that security.

“Imagine you have a computer that can try every combination
and can try hundreds and hundreds of thousands of these
combinations in a matter of seconds. Well, they’ll be able to
break through that code, and they can break through the
encryption, and this is the threat that quantum computing
poses,” explained Rep. Ro Khanna, D-Calif.

Khanna, along with a bipartisan group of lawmakers, recently
introduced legislation that would require a strategy to be put
in place to provide federal systems with quantum-resistant
encryption. It’s also supported by several big tech companies,
including Google and IBM.

“What they’'re saying is, ‘For us to protect you, your data,
for us to make sure that your information is secure, we need
to be ahead of this curve.’ They don’t want people cracking
their codes,” Khanna told CBN News.

Although experts admit this technology is far from
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operational, evidence shows American adversaries are already
stealing data in order to decrypt it once quantum computers
are online.

“They wait the however long—maybe 10 years, 15 years—until
there’s a quantum computer and they can get access to your
data. Now some of that data 10 years down the road, that’'s OK,
but there’s certain information by law or for national
security interests we need to protect for a long time, so they
would get access to your data before you would want them to,”
said Dustin Moody, who works in the computer security division
at the National Institute of Standards and Technology.

For the rest of this story, visit our content partners at
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